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Abstract

Thi s docunent describes the Network Mobility (NEMO Basic Support
protocol that enables Mbile Networks to attach to different points
in the Internet. The protocol is an extension of Mbile | Pv6 and
al l ows session continuity for every node in the Mbile Network as the
network moves. It also allows every node in the Mobile Network to be
reachabl e whil e nmoving around. The Mbile Router, which connects the
network to the Internet, runs the NEMO Basi ¢ Support protocol wth
its Home Agent. The protocol is designed so that network nobility is
transparent to the nodes inside the Mbile Network.
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1

I ntroduction

Thi s docunent describes protocol extensions to Mbile |Pv6 (M Pv6)
[1] to enable support for network mobility. The extensions are
backward conpatible with Mobile IPv6. 1In particular, a NEM>
conpliant Hone Agent can operate as a Mbile |Pv6 Hone Agent. The
solution described here satisfies the goals and requirenents
identified in [11] for network nobility.

The NEMO Basi ¢ Support ensures session continuity for all the nodes
in the Mbile Network, even as the Mbile Router changes its point of
attachnent to the Internet. It also provides connectivity and
reachability for all nodes in the Mobile Network as it noves. The
sol ution supports both nobil e nodes and hosts that do not support
mobility in the Mobile Network.

Wthin the context of this docunent, the definition of a Mbile
Rout er extends that of a Mbile IPv6 [1] Mbile Node, by adding
routing capability routing between its point of attachnent (Care-of
Address) and a subnet that noves with the Mbile Router

The solution described in this docunent proposes a bi-directiona
tunnel between the Mbile Router and its Home Agent. This tunnel is
set up when the Mobile Router sends a successful Binding Update to
its Home Agent, informng the Honme Agent of its current point of
attachnent.

Al traffic between the nodes in the Mbile Network and Correspondent
Nodes passes through the Home Agent. This docunent does not describe
route optinization of this traffic.

The term nol ogy docunent [10] describes Nested Mbility as a scenario
where a Mbile Router allows another Mbile Router to attach to its
Mobil e Network. There could be arbitrary levels of nested nobility.
The operation of each Mbile Router remains the sane whether the
Mobi | e Router attaches to another Mobile Router or to a fixed Access
Router on the Internet. The solution described here does not place
any restriction on the nunber of levels for nested nmobility. But
note that this mght introduce significant overhead on the data
packets as each | evel of nesting introduces another |Pv6 header
encapsul ati on.

Thi s docunent does not discuss nmultihoning for Mbile Routers.
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2. Term nol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [7].

Network Mobility - related ternminology is defined in [9] and [10].
This docunent in addition defines the follow ng terns.

Mobil e Network Prefix

An | Pv6 prefix delegated to a Mobile Router and advertised in
the Mobile Network. WMore than one Mobile Network Prefix coul d
be advertised in a Mbile Network.

Prefix Table

A list of Mobile Network Prefixes indexed by the Hone Address
of a Mobile Router. The Hone Agent nanages and uses Prefix
Tabl e to deternine which Mbile Network Prefixes belong to a
particul ar Mobile Router.

3. Overview of the NEMO Protocol

A Mobile Network is a network segnent or subnet that can nove and
attach to arbitrary points in the routing infrastructure. A Mbile
Net work can only be accessed via specific gateways called Mbile
Routers that nanage its novenent. Mobile Networks have at |east one
Mobil e Router serving them A Mbile Router does not distribute the
Mobil e Network routes to the infrastructure at its point of
attachnent (i.e., in the visited network). Instead, it naintains a
bi -directional tunnel to a Home Agent that advertises an aggregation
of Mobile Networks to the infrastructure. The Mbile Router is also
the default gateway for the Mobile Network.

A Mobile Network can also conprise of nultiple and nested subnets. A
router without nobility support nmay be pernmanently attached to a
Mobil e Network for |ocal distribution. Al so, Mbile Routers nmay be
attached to Mobile Networks owned by different Mbile Routers and may
forma graph. |In particular, with Basic NEMO Support, each Mbile
Router is attached to another Mbile Network by a single interface.

If |oops are avoided, the graph is a tree.

A Mobil e Router has a uni que Home Address through which it is
reachable when it is registered with its Honme Agent. The Home
Address is configured froma prefix aggregated and advertised by its
Home Agent. The prefix could be either the prefix advertised on the
hone Iink or the prefix delegated to the Mobile Router. The Mbile
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Rout er can have nore than one Hone Address if there are nultiple
prefixes in the home link. The Mbile Router also advertises one or
nore prefixes in the Mobile Network attached to it. The actua
mechani sm for assigning these prefixes to a given Mbile Router is
out side the scope of this specification

When the Mobile Router noves away fromthe hone Iink and attaches to
a new access router, it acquires a Care-of Address fromthe visited
link. The Mobile Router can at any tine act either as a Mbile Host
or as a Mobile Router. It acts as a Mbile Host as defined in [1]
for sessions it originates and provides connectivity to the Mbile
Network. As soon as the Mobile Router acquires a Care-of Address, it
i medi ately sends a Binding Update to its Hone Agent as described in
[1] . When the Home Agent receives this Binding Update, it creates a
cache entry binding the Mbile Router’s Home Address to its Care-of
Address at the current point of attachment.

If the Mobile Router seeks to act as a Mbile Router and provide
connectivity to nodes in the Mobile Network, it indicates this to the
Home Agent by setting a flag (R) in the Binding Update. It MAY al so
i nclude information about the Mbile Network Prefix in the Binding
Updat e by using one of the npdes described in section 5.2, so that
the Hone Agent can forward packets meant for nodes in the Mbile
Network to the Mobile Router. A new Mbility Header Option for
carrying prefix information is described in section 4.3. |If the
Mobi | e Network has nore than one | Pv6 prefix and wants the Honme Agent
to setup forwarding for all of these prefixes, it includes multiple
prefix information options in a single Binding Update. The Hone
Agent sets up forwarding for each of these prefixes to the Mbile

Router’s Care-of Address. |n sonme scenarios the Home Agent woul d
al ready know whi ch prefixes belong to a Mobile Router by an alternate
mechani sm such as static configuration. In these scenarios, the

Mobi | e Router does not include any prefix information in the Binding
Update. The Home Agent sets up forwarding for all prefixes owned by
the Mobile Router when it receives a Binding Update fromthe Mbile
Router with the Mobile Router Flag (R) set.

The Honme Agent acknow edges the Binding Update by sending a Binding
Acknowl edgenent to the Mobile Router. A positive acknow edgenent
with the Mobile Router Flag (R) set means that the Honme Agent has set
up forwarding for the Mbile Network. Once the binding process
finishes, a bi-directional tunnel is established between the Hone
Agent and the Mdbile Router. The tunnel end points are the Mbile
Router’s Care-of Address and the Honme Agent’s address. |If a packet
with a source address belonging to the Mobile Network Prefix is
received fromthe Mbile Network, the Mbile Router reverse-tunnels
the packet to the Home Agent through this tunnel. This reverse-
tunneling is done by using IP-in-1P encapsulation [3]. The Hone
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Agent decapsul ates this packet and forwards it to the Correspondent
Node. For traffic originated by itself, the Mbile Router can use
ei ther reverse tunneling or route optim zation, as specified in [1].

When a Correspondent Node sends a data packet to a node in the Mbile
Net work, the packet is routed to the Hone Agent that currently has
the binding for the Mobile Router. The Mbile Router’s network
prefix would be aggregated at the Honme Agent, which would advertise
the resulting aggregation. Alternatively, the Hone Agent may receive
the data packets destined to the Mobile Network by advertising routes
to the Mobile Network Prefix. The actual nechani sm by which these
routes are advertised is outside the scope of this docunent. Wen
the Hone Agent receives a data packet nmeant for a node in the Mbile
Network, it tunnels the packet to the Mbile Router’s current Care-of
Address. The Mbil e Router decapsul ates the packet and forwards it
onto the interface where the Mbile Network is connected. Before
decapsul ati ng the tunnel ed packet, the Mbile Router has to check
whet her the Source address on the outer |Pv6 header is the Hone
Agent’s address. This check is not necessary if the packet is
protected by IPsec in tunnel node. The Mbile Router also has to
make sure that the destination address on the inner |Pv6 header

bel ongs to a prefix used in the Mbile Network before forwarding the
packet to the Mobile Network. [If it does not, the Mbile Router
shoul d drop the packet.

The Mobile Network could include nodes that do not support nobility
and nodes that do. A node in the Mbile Network can also be a fixed
or a Mobile Router. The protocol described here ensures conplete
transparency of network nobility to the nodes in the Mbile Network.
Mobi | e Nodes that attach to the Mobile Network treat it as a nornal

| Pv6 access network and run the Mobile | Pv6 protocol

The Mobile Router and the Home Agent can run a routing protoco
through the bi-directional tunnel. |In this case, the Mbile Router
need not include prefix information in the Binding Update. Instead,
the Hone Agent uses the routing protocol updates to set up forwarding
for the Mobile Network. Wen the routing protocol is running, the

bi -directional tunnel nust be treated as a tunnel interface. The
tunnel interface is included in the list of interfaces on which
routing protocol is active. The Mbile Router should be configured
not to send any routing protocol nessages on its egress interface
when it is away fromthe hone |link and connected to a visited |ink

Finally, the Home Agent nmay be configured with static routes to the
Mobil e Network Prefix via the Mbile Router’s Hone Address. In this
case, the routes are set independently of the binding flows and the
returning hone of a Mbbile Router. The benefit is that such novenent
does not induce additional signalling in the formof routing updates
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in the home network. The drawback is that the routes are present
even if the related Mobile Routers are not reachable (at hone or
bound) at a given point of tine.

4. Message Formats
4.1. Binding Update

A new flag (R) is included in the Binding Update to indicate to the
Home Agent whether the Binding Update is conming froma Mbile Router
and not froma nobile node. The rest of the Binding Update fornat
remains the sane as defined in [1].

0 1 2 3

01234567890123456789012345678901
B R R S b i T it s O S S SR SR SR

| Sequence # |
T i i s S S e S S S T et i eIt I S S R e S e

AHL KMR| Reser ved | Lifetime |
B e I e R e o i i R S S e S S e e S e i o

|

|

B i i i S S R ih s s I S S o O S S
Mobil e Router Flag (R)

The Mobile Router Flag is set to indicate to the Hone Agent
that the Binding Update is froma Mbile Router. |If the flag
is set to 0, the Home Agent assunes that the Mobile Router is
behavi ng as a Mbile Node, and it MJST NOT forward packets
destined for the Mobile Network to the Mbile Router.

Mobility Options

A variable length field that can include zero or nore nobility
options. This docunent defines a new nobility option in
addition to what is defined in [1].

For descriptions of the other fields in the nessage, see [1].

4.2. Binding Acknow edgenent

A new flag (R) is included in the Binding Acknow edgenent to indicate
that the Hone Agent that processed the correspondi ng Bi ndi ng Update
supports Mbile Routers. The flag is set only if the correspondi ng
Bi ndi ng Update had the Mbile Router Flag (R) set to 1. The rest of
t he Bi ndi ng Acknow edgenent format remains the sanme, as defined in

[1].
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0 1 2 3

01234567890123456789012345678901
R e o i Sl T S R SR

| St at us | KR Reserved |
B T e o i S I i i S S N iy St S I S S
| Sequence # | Lifetinme |
T e e i i e e S e s ok S st S SN SR
| |
| |
+

B T et S S S i S T ai A S S Y S SIS
Mobil e Router Flag (R)
The Mobile Router Flag is set to indicate that the Hone Agent
that processed the Bi nding Update supports Mobile Routers. It
is set to 1 only if the correspondi ng Bi ndi ng Update had the
Mobi l e Router Flag set to 1.
For descriptions of the other fields in the nessage, see [1].

Thi s docunent al so introduces the foll owi ng new Bi ndi ng
Acknowl edgenent status val ues. The val ues shown bel ow are deci mal

val ues.
140 Mobi | e Router QOperation not pernitted
141 Invalid Prefix
142 Not Authorized for Prefix
143 Forwardi ng Setup failed (prefixes m ssing)

Status values |l ess than 128 indicate that the Binding Update was
processed successfully by the receiving nodes. Values greater than
128 indicate that the Binding Update was rejected by the Hone Agent.

4.3. Mbile Network Prefix Option

The Mobile Network Prefix Option is included in the Binding Update to
indicate the prefix information for the Mbile Network to the Home
Agent. There could be multiple Mbile Network Prefix Options if the
Mobi | e Router has nore than one I Pv6 prefix in the Mbile Network and
wants the Home Agent to forward packets for each of these prefixes to
the Mobile Router’s current |ocation.

The Mobile Network Prefix Option has an alignnent requirenment of
8n+4. Its format is as follows.
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5.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

Type | Length | Reserved | Prefix Length
B i T o S o i S S i s S S S S S S

|
+-
| |
+ +
| _ _ |
+ Mobil e Network Prefix +
| |
+ +
| |
S S S S S W S T WA S S S SRS

Type

6

Length

Ei ght-bit unsigned integer indicating the length in octets of
the option, excluding the type and length fields. Set to 18.

Reser ved

This field is unused for now The value MJST be initialized to
0 by the sender and MJST be ignored by the receiver

Prefix Length

Ei ght-bit unsigned integer indicating the prefix length of the
| Pv6 prefix contained in the option

Mobi | e Network Prefix
A sixteen-byte field containing the Mbile Network Prefix
Mobi | e Router Qperation

Mobi | e Router operation is derived largely fromthe conbi ned
behaviors of a host, of a router [5], and of a Mdbile Node [1].

A Mobile Node can act in two ways: (1) as a Mbile Host, in which
case the Hone Agent doesn’'t mmintain any prefix information rel ated
to the Mobile Host’s Home Address but does mmintain a binding cache
entry related to the Mbile Host’s Honme Address, and (2) as a Mdbile
Router, in which case, in addition to naintaining the binding cache
entry corresponding to the Mbile Router Hone Address, the Hone Agent
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mai ntains forwarding information related to prefixes assigned to the
Mobil e Network. The distinction between the two nodes is represented
by the value of the Mbile Router Flag (R

A Mobile Router MIST inplenment all requirenents for | Pv6 Mobil e Nodes
as described in section 8.5 of [1].

5.1. Data Structures

Li ke a Mobile Host, a Mbile Router al so maintains a Binding Update
Li st, described in section 11.1 of the Mbile |IPv6 specification [1].
The Binding Update list is a conceptual data structure that records
informati on sent in the Binding Updates. There is one entry per each
destination to which the Mbile Router is currently sendi ng Bi ndi ng
Updat es.

Thi s docunment introduces a new Prefix Information field in the

Bi ndi ng Update list structure. This field is used to store any
prefix information that the Mbile Router includes in the Binding
Update. |If the Mobile Router sets the Mbile Router Flag (R) in the
Bi ndi ng Update but does not include any prefix information in it this
field is set to null. The Mbile Router does not include prefix
information in the Binding Update in the inplicit node or when it,
runs a dynanmic routing protocol with its Hone Agent.

As does a Mobile Host, a Mbile Router stores the information
regardi ng status of flags of the Binding Update in the corresponding
Bi ndi ng Update List entry. This docunent introduces a new Mbile
Router Flag (R) for this entry. The status of this flag is stored in
the Binding Update |ist whenever a Binding Update is sent.

A Mobile Router also naintains a Home Agent |ist popul ated according
to the sane procedure as a Mbile Host.

5.2. Sendi ng Bindi ng Updates

A Mobil e Router sends Binding Updates to its Hone Agent, as descri bed
in[1]. |If the Mobile Router is not running a routing protocol as
described in section 8, it uses one of the follow ng nodes to tel

the Hone Agent to determ ne which prefixes belong to the Mbile
Router. In both nodes, the Mbile Router sets the Mbile Router Flag

(R.
Inmplicit:
In this node, the Mbile Router does not include a Mbile

Network Prefix Option in the Binding Update. The Hone Agent
can use any nechani sm (not defined in this docunent) to
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determi ne the Mbile Network Prefix(es) owned by the Mbile
Router and to set up forwarding for the Mobile Network. One
exanpl e woul d be manual configuration at the Home Agent mapping
the Mobile Router’s Hone Address to the information required
for setting up forwarding for the Mbile Network.

Explicit:

In this node, the Mobile Router includes one or nore Mbile
Network Prefix Options in the Binding Update. These options
contain information about the Mbile Network Prefix(es)
configured on the Mobil e Network.

A Mobile Router MJST inplenent at |east one node and MAY i npl enent
both. In the latter case, local configuration on the Mbile Router
deci des which node to use. This is out of scope for this docunent.

If the Mobile Router Flag is set, the Home Registration Flag (H MJST
be set.

If the Mobile Router has a valid binding cache entry at the Home
Agent, subsequent Binding Updates for the same Honme Address shoul d
have the sanme value as the value in the binding cache for the Mbile
Router Flag (R). In explicit node, the Mobile Router MJIST include
prefix information in all Binding Updates, including those sent to
refresh existing binding cache entries, if it wants forwarding

enabl ed for the correspondi ng Mobile Network Prefixes.

5.3. Receiving Binding Acknow edgenent s

The Mobil e Router receives Binding Acknow edgenents fromthe Hone
Agent corresponding to the Binding Updates it sent. |If the Binding
Acknowl edgenent status is set to O (Binding Update accepted) and the
Mobil e Router Flag (R) is set to 1, the Mobile Router assunes that
the Hone Agent has successfully processed the Binding Update and has
set up forwarding for the Mobile Network. The Mobile Router can then
start using the bi-directional tunnel to reverse-tunnel traffic from
the Mobile Network. |If the Mobile Router Flag (R) is not set, then
the Mobile Router concludes that its current Honme Agent does not
support Mobile Routers and it performs Dynam ¢ Hone Agent Address

Di scovery again to discover Honme Agents that do. The Mbile Router
MUST al so de-register with the Home Agent that did not support it
before attenpting registration with anot her.
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5. 4.

5.4.

5.4

Dev

Error Processing

I f the Binding Acknow edgenment status is set to a val ue between 128
and 139, the Mobile Router takes necessary actions as described in
the Mobile I Pv6 specification [1]. For the Binding Acknow edgenent
status val ues defined in this docunent, the follow ng sections
explain the Mobile Router’s behavi or

1. Inplicit Mode

In Inplicit node, the Mobile Router interprets only error statuses
140 (Mobil e Router QOperation not pernitted) and 143 (Forwardi ng Setup
failed). The Mbile Router MJST treat Binding Acknow edgenents with
statuses '141' and ' 142’ as fatal errors, since they should not be
sent by the Hone Agent in inplicit node.

If the Binding Acknow edgenent fromthe Hone Agent has the status
140, the Mbbil e Router SHOULD send a Binding Update to another Home
Agent on the sane hone link. |f no Home Agent replies positively,
the Mobile Router MJUST refrain from sendi ng Binding Updates with the
Mobil e Router Flag set to any Home Agent on the honme link, and it
must | og the information

I f the Binding Acknow edgenent has the status 143, the Mdbile Router
SHOULD send a Binding Update to another Hone Agent on the sane home
link. |If no Hone Agent replies positively, the Mbile Router SHOULD
refrain fromsending this Binding Update to any Home Agent on the
hone |ink, and MAY send Bi nding Updates in Explicit node to a Home
Agent on the same home |ink

.2. Explicit Mde

If the Mobile Router sent a Binding Update to the Hone Agent in
explicit node, then the Mbile Router interprets only error statuses
140 (Mobil e Router COperation not pernmitted), 141 (lnvalid Prefix),
and 142 (Not Authorized for Prefix). The Mobile Router MJIST treat

Bi ndi ng Acknowl edgenents with status '143" as a fatal error, since it
shoul d not be sent by the Home Agent in explicit node.

I f the Binding Acknow edgenent fromthe Hone Agent has the status
140, the Mobile Router SHOULD send a Binding Update to another Home
Agent on the sane hone link. |If no Home Agent replies positively,
then the Mobile Router MJUST refrain from sendi ng Binding Updates with
the Mobile Router Flag set to any Honme Agent on the hone link, and it
nmust | og the information.

I f the Binding Acknow edgenent has the status 141 or 142, the Mbbile
Rout er SHOULD send a Bi nding Update to anot her Hone Agent on the sane
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hone Iink. |If no Hone Agent replies positively, then the Mbile
Rout er SHOULD refrain from sendi ng Bi nding Updates to any Hone Agent
on the home link. The Mbile Router MJST al so stop advertising the
prefix in the Mbile Network and try to obtain new | Pv6 prefix
information for the Mobile Network. It would do this by the same
means that it initially got assigned the current Mbile Network
Prefix. Alternatively, the Mbile Router MAY send Binding Updates in
Implicit node to a Hone Agent on the sane hone |ink

If by the end of this Error Processing procedure, as described in
sections 5.4.1 and 5.4.2, the Mdbile Router has tried every avail able
node and still has not received a positive Binding Acknow edgenent,
the Mobile Router MJUST stop sending Binding Updates with the Mbile
Router Flag set for this Home Address and it must |og the

i nformati on.

In all cases above, the Mbile Router MJST concl ude that the Hone
Agent did not create a binding cache entry for the Mbile Router’s
Hone Address.

5.5. Establishnent of Bi-directional Tunne

When a successful Bindi ng Acknow edgenent is received, the Mbile
Router sets up its endpoint of the bi-directional tunnel

The bi-directional tunnel between the Mbile Router and the Hone
Agent allows packets to flow in both directions, while the Mbile
Router is connected to a visited link. The bi-directional tunnel is
created by merging two unidirectional tunnels, as described in RFC
2473 [3]. The tunnel fromthe Mbile Router to the Home Agent has
the Care-of address of the Mbile Router as the tunnel entry point
and the Hone Agent’'s address as the tunnel exit point. The tunne
fromthe Home Agent to the Mobile Router has the Home Agent’s address
and the Mobile Router’s Care-of Address as the tunnel entry point and
exit point, respectively. Al IPv6 traffic to and fromthe Mbile
Network is sent through this bi-directional tunnel

A Mobil e Router uses the Tunnel Hop Limt nornmally assigned to
routers (not to hosts). Please refer to [3] for nore details.

5.6. Neighbor Discovery for Mbile Router

When the Mobile Router is at honme, it MAY be configured to send
Rout er Advertisenents and to reply to Router Solicitations on the
interface attached to the hone link. The value of the Router
Lifetime field SHOULD be set to O to prevent other nodes from
configuring the Mobile Router as the default router
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A Mobil e Router SHOULD NOT send unsolicited Router Advertisenments and
SHOULD NOT reply to Router Solicitations on any egress interface when
that interface is attached to a visited Iink. However, the Mbile
Rout er SHOULD reply with Nei ghbor Advertisenents to Nei ghbor
Solicitations received on the egress interface, for addresses valid
on the visited |ink.

A router typically ignores Router Advertisenents sent by other
routers on a link. However, a Mbile Router MJST NOT ignore Router
Advertisenents received on the egress interface. The received Router
Advertisenments MAY be used for address configuration, default router
sel ection, or novenent detection.

5.7. Milticast Goups for Mbile Router

When at hone, the Mobile Router joins the nulticast group All Routers
Address with scopes 1 interface-local (on the home-advertising
interface), and 2 link-local, on any of its egress interfaces. Wen
in a visited network, the Mbile Router MJUST NOT join the above

mul ti cast groups on the corresponding interface.

5.8. Returning Home

Wien the Mbile Router detects that it has returned to its hone |ink,
it MJUST de-register with its Hone Agent. The Mbile Router MJST

i mpl enent and follow the returning-honme procedures defined for a
mobile node in [1]. |In addition, the Mbile Router MAY start
behaving as a router on its egress interface, especially as follows:

- The Modbile Router MAY send Router Advertisenents on its egress
interfaces, but the router lifetinme SHOULD be set to 0 so that
hosts on the hone Iink do not pick the Mobile Router as the
default router.

- The Mobile Router MAY join the All Routers Address multicast group
on the home |ink.

-  The Mobile Router MAY send routing protocol nessages on its egress
interface if it is configured to run a dynam c routing protocol.

When the Mobile Router sends a de-registration Binding Update in
Explicit node, it SHOULD NOT include any Mobile Network Prefix
options in the Binding Update. Wen the Hone Agent renopbves a binding
cache entry, it deletes all associated Mbile Network Prefix routes.
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6. Hone Agent Operation

For a Mobile Router to operate correctly, the Home Agent MJST satisfy
all the requirenents listed in section 8.4 of [1]. The Honme Agent
MUST i npl enent both nodes described in section 5.2 of this docunent.

6.1. Data Structures
6.1.1. Binding Cache

The Hone Agent nmintains Binding Cache Entries for each Mbile Router
currently registered with the Hone Agent. The Binding Cache is a
conceptual data structure described in detail in [1].

The Hone Agent might need to store the Mbile Network Prefixes
associated with a Mobile Router in the correspondi ng Bi ndi ng Cache
Entry. This is required if the Binding Update that created the

Bi ndi ng Cache Entry contained explicit prefix information. This

i nformati on can be used later to clean up routes installed in
explicit node, when the Binding Cache Entry is renoved, and to

mai ntain the routing table, for instance, should the routes be
renoved manual ly.

The Hone Agent al so stores the status of the Mbile Router Flag (R)
in the Binding Cache entry.

6.1. 2. Prefix Table

The Hone Agent SHOULD be able to prevent a Mobile Router from
claimng Mbile Network Prefixes bel onging to another Mbile Router
The Hone Agent can prevent such attacks if it maintains a Prefix
Tabl e and verifies the prefix information provided by the Mbile

Rout er against Prefix Table entries. The Prefix Table SHOULD be used
by the Home Agent when it processes a Binding Update in explicit

nmode. It is not required when a dynamc routing protocol is run

bet ween the Mbile Router and the Hone Agent.

Each entry in the Prefix Table contains the follow ng fields:

- The Hone Address of the Mbile Router. This field is used as the
key for searching the pre-configured Prefix Table.

- The Mobile Network Prefix of the Mbile Router associated with the
Home Address.
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6.2. Mbile Network Prefix Registration

The Home Agent processes the Binding Update as described in section
10.3.1 of the Mobile I Pv6 specification [1]. This section describes
the processing of the Binding Update if the Mbile Router (R) Flag is
set. The Hone Agent perforns the foll ow ng check

- The Home Registration (H Flag MJST be set. |If it is not, the
Home Agent MUST reject the Binding Update and send a Bi ndi ng
Acknow edgenent with status set to 140. Note: The basic support
does not allow sending a Binding Update for a Mbile Network
Prefix to correspondent nodes (for route optinization).

- Mobile IPv6 specification [1] requires that the Home Address in
the Binding Update be configured froma prefix advertised on the
hone Iink. Oherwi se the Binding Update is rejected with status
value 132 [1]. This specification relaxes this requirenment so
that the Hone Agent rejects the Binding Update only if the Hone
Addr ess does not belong to the prefix that the Hone Agent is
configured to serve

If the Home Agent has a valid binding cache entry for the Mbile
Router, and if the Binding Update has the Mbile Router Flag (R) set
to a value different fromthat in the existing binding cache entry,
then the Hone Agent MJST reject the Binding Update and send a Binding
Acknow edgenent with status set to 139 (Registration type change

di sall owed). However, if the Binding Update is a de-registration

Bi ndi ng Update, the Home Agent ignores the value of the Mbile Router
Flag (R).

If the Lifetine specified in the Binding Update is 0 or the specified
Car e-of address matches the Hone Address in the Binding Update, then
this is a request to delete the cached binding for the hone address
and specified Mbile Network Prefixes. The Binding Update is
processed as described in section 6.7.

If the Honme Agent does not reject the Binding Update as invalid, and
if a dynamic routing protocol is not run between the Hone Agent and
the Mobile Router as described in section 8, then the Hone Agent
retrieves the Mobile Network Prefix information as described bel ow

- |If a Mobile Network Prefix Option is present in the Binding
Update, the prefix information for the Mobile Network Prefix is
retrieved fromthe Mbile Network Prefix field and the Prefix
Length field of the option. |If the Binding Update contains nore
than one option, the Home Agent MUST set up forwarding for all the
Mobil e Network Prefixes. |If the Home Agent fails to set up
forwarding to all the prefixes listed in the Binding Update, then
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it MUST NOT forward traffic to any of the prefixes. Furthernore,
it MJUST reject the Binding Update and send a Binding
Acknowl edgenment with status set to 141 (Invalid Prefix).

If the Home Agent verifies the prefix information with the Prefix
Tabl e and the check fails, the Honme Agent MJST discard the Binding
Update and send a Bi ndi ng Acknowl edgenment with status set to 142
(Not Authorized for Prefix).

- If there is no option in the Binding Update carrying prefix
i nformati on, the Honme Agent uses nmanual pre-configured information
to determine the prefixes assigned to the Mbile Router and to set
up forwarding for the Mobile Network. |If there is no information
that the Hone Agent can use, it MJST reject the Binding Update and
send a Bi ndi ng Acknow edgenent with status set to 143 (Forwarding
Setup failed).

If the Honme Agent has a valid binding cache entry for the Mbile
Router, it should conpare the list of prefixes in the Binding Update
agai nst the prefixes stored in the binding cache entry. |If the

bi ndi ng cache entry contains prefixes that do not appear in the

Bi ndi ng Update, the Home Agent MJST disable forwarding for these
Mobi | e Network Prefixes

If all checks are passed, the Honme Agent creates a binding cache
entry for Mobile Router’s Hone Address or updates the entry if it
al ready exists. Oherw se, the Home Agent MUST NOT register the
bi ndi ng of the Mbile Router’s Hone Address.

The Hone Agent defends the Mobile Router’s Hone Address through Proxy
Nei ghbor Di scovery by nulticasting a Nei ghbor Advertisenent nessage
onto the hone |link on behalf of the Mobile Router. Al fields in the
Proxy Nei ghbor Advertisenent nessage should be set the sane way they
woul d be by the Mobile Router if it sent this Neighbor Advertisenent
while at home, as described in [6]. There is an exception: |If the
Mobil e Router (R) Flag has been set in the Binding Update, the Router
(R) bit in the Advertisenent MJST be set.

The Honme Agent al so creates a bi-directional tunnel to the Mbile
Router for the requested Mbile Network Prefix or updates an existing
bi -directional tunnel as described in section 6.4.

6.3. Advertising Mbile Network Reachability
To receive packets nmeant for the Mbile Network, the Honme Agent
advertises reachability to the Mobile Network. [If the Home Link is

configured with an aggregated prefix and the Mbile Network Prefix is
aggregated under that prefix, then the routing changes related to the
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6. 4.

Mobil e Network may be restricted to the Hone Link. |If the Honme Agent
is the only default router on the Hone Link, routes to the Mbile

Net work Prefix are aggregated naturally under the Hone Agent, which
does not have to do anything speci al

If the Hone Agent receives routing updates through a dynamic routing
protocol fromthe Mbile Router, it can be configured to propagate
those routes on the relevant interfaces.

Establ i shnment of Bi-directional Tunne

The inplenentation of the bi-directional tunnels and the nechani sm
for attaching themto the IP stack are outside the scope of this
specification. However, all inplenentations MJST be capable of the
foll owi ng operations:

- The Hone Agent can tunnel packets neant for the Mbile Network
prefix to the Mbile Router’s current |ocation, the Care-of
Addr ess.

- The Hone Agent can accept packets tunneled by the Mbile Router
with the source address of the outer | Pv6 header set to the Mbile
Router’s Care-of Address

Forwar di ng Packet s

When t he Hone Agent receives a data packet destined for the Mbile
Network, it MJUST forward the packet to the Mbile Router through the
bi -directional tunnel. The Home Agent uses either the routing table,
the Bi nding Cache, or a conbination to route packets to the Mbile
Network. This is inplenentation specific. Two exanples are shown
bel ow

1. The Home Agent maintains a route to the Mobile Network Prefix with
the next hop set to the Mbile Router’s Honme Address. \When the
Honme Agent tries to forward the packet to the next hop, it finds a
bi ndi ng cache entry for the hone address. Then the Hone Agent
extracts the Mbile Router’s Care-of address and tunnels the
packet to the Care-of address.

2. The Hone Agent mamintains a route to the Mobile Network Prefix with
the outgoing interface set to the bi-directional tunnel interface
bet ween the Hone Agent and the Mbile Router. For this purpose,
the Hone Agent MJST treat this tunnel as a tunnel interface. Wen
the packets are forwarded through the tunnel interface, they are
encapsul ated automatically, with the source address and
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destination address in the outer |Pv6 header set to the Hone
Agent’s address and the Mbile Router’s Care-of address,
respectively.

6.6. Sending Bi nding Acknow edgenent s

A Home Agent serving a Mobile Router sends Bi ndi ng Acknow edgenents
with the sane rules it uses for sending Bi nding Acknow edgenents to
Mobil e Hosts [1], with the foll owi ng enhancenents.

The Hone Agent sets the status code in the Binding Acknow edgenment to
0 (Binding Update accepted) to indicate to the Mbile Router that it
successfully processed the Binding Update. It also sets the Mbile
Router Flag (R) to indicate to the Mobile Router that it has set up
forwardi ng for the Mbile Network.

If the Home Agent is not configured to support Mbile Routers, it
sets the status code in the Binding Acknow edgenent to 140 (Mobile
Rout er Operation not pernitted).

If one or nore prefixes received in the Binding Update are invalid
and the Home Agent cannot set up forwarding for the prefixes, the
Home Agent sets the status code in the Binding Acknow edgenent to 141
(Invalid Prefix) to indicate this to the Mbile Router.

If the Mobile Router is not authorized to use this Hone Address to
forward packets for one or nore prefixes present in the Binding
Update, the Home Agent sets the status code in the Binding

Acknowl edgenent to 142 (Not Authorized for Prefix) to indicate this.

The Hone Agent sets the status code to 143 (Forwardi ng Setup fail ed)
if it is unable to deternine the information needed to set up
forwarding for the Mobile Network. This is used in the Inplicit
nmode, in which the Mbile Router does not include any prefix
informati on in the Binding Update.

6.7. Mbile Network Prefix De-registration

When t he Hone Agent successfully processes the de-registration BU, it
del etes the Binding Cache Entry for the Mbile Router’s Honme Address
and stops proxying the Hone Address. This is described in detail in
the Mobile I Pv6 specification [1].

In addition, the Home Agent renoves the bi-directional tunnel and
stops forwardi ng packets to the Mbile Network. The Honme Agent

shoul d keep all necessary information to clean up whichever routes it
installed, whether they cone froman inplicit or explicit source.
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In Explicit node, the Hone Agent MJST ignore any Nbbile Network
Prefix Options present in the de-registration Binding Update.

7. Mdifications to Dynanic Home Agent Address Di scovery

Thi s docunent extends the Dynam ¢ Home Agent Address Discovery
(DHAAD) defined in [1] so that Mobile Routers only attenpt
registration with Hone Agents that support them

7.1. Modified Dynam ¢ Hone Agent Discovery Address Request

A new flag (R) (Support for Mobile Routers) is introduced in the
DHAAD Request nessage, defined in [1]. The Mbile Router sets this

flag to indicate that it wants to di scover Hone Agents supporting
Mobi | e Rout ers.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Code | Checksum |
T T e i i S e e R e i s i S R TR R R SR
| I dentifier | R Reserved |

B T e o i S I i i S S N iy St S I S S
Mobi | e Router Support Flag (R

A one-bit flag that when set indicates that the Mbile Router
wants to di scover Home Agents supporting Mobile Routers.

For a description of the other fields in the nessage, see [1].
7.2. Modified Dynam ¢ Hone Agent Discovery Address Request

A new flag (R) (Support for Mbile Routers) is introduced in the
DHAAD Reply nessage, defined in [1]. |If a Home Agent receives a
Dynanmi ¢ Hone Agent Discovery request nessage with the Mbile Router
Support Flag set, it MJST reply with a list of Home Agents supporting
Mobil e Routers. The Mbile Router Support Flag MJST be set if there
is at |east one Hone Agent supporting Mbile Routers. |f none of the
Home Agents support Mbobile Routers, the Hone Agent MAY reply with a
list of Home Agents that only support Mbile | Pv6é Mbile Nodes. In
this case, the Mbile Router Support Flag MJST be set to O.
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The nodified nessage fornat is as foll ows.

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Type | Code | Checksum |
B e i S T e i T e S R S e e e s i i T S
| I dentifier | R Reserved |

T I T S S T i S S T A S e s
+ +
+ +
T I T S S T i T o S S S S A S e s

Mobi | e Router Support Flag (R

A one-bit flag that when set indicates that the Hone Agents
listed in this nessage support Mobile Routers.

For a description of the other fields in the nmessage, see [1].
7.3. Modified Hone Agent Information Option
A new flag (R) (Support for Mobile Routers) is introduced in the Home
Agent Information Option defined in [1]. |If a Honme Agent supports
Mobi |l e Routers, it SHOULD set the fl ag.
0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Length | R Reserved |
i T e i i S e e R i s o it R R TR R R SR
| Home Agent Preference | Home Agent Lifetinme |

B T e o i S I i i S S N iy St S I S S
Mobi | e Router Support Flag (R

A one-bit flag that when set indicates that the Honme Agent
supports Mbile Routers.

For a description of the other fields in the nessage, see [1].
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8.

Support for Dynami c Routing Protocols

In the solution described so far, forwarding to the Mbile Network at
the Hone Agent is set up when the Home Agent receives a Binding
Update fromthe Mbile Router. An alternative to this is for the
Hone Agent and the Mobile Router to run an intra-donain routing
protocol such as RIPng [12] and OSPF [13] through the bi-directiona
tunnel . The Mbile Router can continue running the sane routing
protocol that it ran when attached to the hone |ink

Support for running a intra-domain routing protocol is optional and
is governed by the configuration on the Mbile Router and the Hone
Agent .

This feature is very useful when the Mbile Network is large with
mul ti ple subnets containing different IPv6 prefixes. Routing changes
in the Mbile Network are quickly propagated to the Hone Agent.
Routing changes in the hone link are quickly propagated to the Mbile
Rout er .

Wien the Mbile Router is attached to the home link, it runs a
routi ng protocol by sending routing updates through its egress
interface. When the Mobile Router noves and attaches to a visited
network, it should stop sending routing updates on the interface by
which it attaches to the visited link. This reduces the chances that
prefixes specific to the Mbile Network will be | eaked to the visited
network if routing protocol authentication is not enabled in the
visited network and in the Mobile Network. It is expected that

nor mal depl oynment practices will include proper authentication
mechani snms to prevent unaut horized route announcenents on both the
hone and visited networks. The Mobile Router then starts sending
routing protocol messages through the bi-directional tunnel toward
the Hone Agent. Most routing protocols use link-l1ocal addresses as
source addresses for the routing information messages. The Mbile
Router is allowed to use link-1ocal addresses for the inner |Pv6
header of an encapsul ated packet. But these MJUST NOT be forwarded to
another link by either the Mbile Router or the Honme Agent.

When t he Hone Agent receives the inner packet, it processes the
encapsul ated routing protocol nessages and updates its routing table
accordingly. As part of normal routing protocol operation, the next
hop information in these routing entries is filled with the Mbile
Router’s link-1ocal address, with the outgoing interface set to the
bi -di rectional tunnel

Simlarly, the Hone Agent sends routing updates through the bi-
directional tunnel to the Mbile Router. The Mbile Router processes
these routing protocol nessages and updates its routing table. For
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all routes advertised by the Home Agent, the Mobile Router sets the
outgoing interface to the bi-directional tunnel to the Honme Agent.

When the Mobile Router and the Home Agent exchange routes through a
dynami c routing protocol, the Mbile Router SHOULD NOT include Mbile
Network Prefixes in the Binding Update to the Honme Agent. Depending
on its configuration, the Honme Agent might not add routes based on
the prefix information in the Binding Updates and mi ght use only the
routi ng protocol updates. Moreover, including prefix information in
both the Binding Updates and the routing protocol updates is

r edundant .

As the routing protocol nessages fromthe Home Agent to the Mbile
Rout er could potentially contain information about the interna
routing structure of the home network, these nessages require

aut hentication and confidentiality protection. Appropriate

aut hentication and confidentiality protection nmechani sns, defined in
[14], MUST be used. For protecting routing protocol nessages by
using | Psec ESP [4], the bi-directional tunnel between the Mbile
Router and the Hone Agent should be treated as the outgoing
interface, with the Home Agent and Mbobile Router’s addresses as
source and destination addresses for the inner encapsul ated nessages.

If alink state routing protocol such as OSPFv3 is run by the Mbile
Rout er and the Hone Agent, the recommendations in Appendi x B should
be fol |l owned.

9. Security Considerations

Al'l signaling nessages between the Mbile Router and the Honme Agent
MUST be authenticated by |Psec [8]. The use of |Psec to protect
Mobil e | Pv6 signaling nessages is described in detail in the HA-MN
| Psec specification [2]. The signaling nmessages described in this
docunent extend Mbobile |1 Pv6 nmessages and do not require any changes
to what is described in [2].

The Mobile Router has to performingress filtering on packets
received fromthe Mbile Network to ensure that nodes in the Mbile
Net wor k do not use the bi-directional tunnel to [aunch IP spoofing
attacks. In particular, the Mbile Router SHOULD check that the IP
source addresses in the packets received belong to the Mobile Network
Prefix and are not the sane as one of the addresses used by the
Mobile Router. |If the Mbile Router receives an IP-in-IP tunnel ed
packet froma node in the Mobile Network and it has to forward the
decapsul at ed packet, it SHOULD performthe above nmentioned checks on
the source address of the inner packet.
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10.

The Hone Agent has to verify that packets received through the bi-
directional tunnel belong to the Mobile Network. This check is
necessary to prevent nodes from using the Hone Agent to | aunch
attacks that woul d have ot herwi se been prevented by ingress
filtering. The source address of the outer |IPv6 header MJST be set
to the Mobile Router’s current Care-of Address. The source address
of the inner | Pv6 header MJST be topologically correct with respect
to the I Pv6 prefixes used in the Mbile Network.

If the Mobile Router sends a Binding Update with a one or nore Mbile
Net work Prefix options, the Home Agent MUST be able to verify that
the Mobile Router is authorized for the prefixes before setting up
forwarding for the prefixes.

When the Mobile Router runs a dynamc routing protocol as described
in section 8, it injects routing update nessages into the Home Link
As the routing protocol nessage could contain information about the
internal routing structure of the hone network, these nessages
require confidentiality protection. The Mbile Router SHOULD use
confidentiality protection through | Psec ESP as described in [14].

If the bi-directional tunnel between the Mbile Router and the Hone
Agent is protected by ESP, in tunnel node for all IP traffic, then no
additional confidentiality protection specific to the routing
protocol is required.

Home Agents and Mobile Routers may use | Psec ESP to protect payl oad
packets tunnel ed between thenselves. This is useful to protect
communi cati ons agai nst attackers on the path of the tunnel

Pl ease refer to the Mbile IPv6 specification [1] for security
consi derati ons when the Mbile Router operates as a Mobile Host.

| ANA Consi der ati ons

Thi s docunment defines a new Mbility Header Option, the Mbile
Network Prefix Option as described in section 4.3. The type val ue
for this option MIST be assigned fromthe sane space used by the
nmobility options defined in [1].

Thi s docunent al so defines the follow ng new Bi ndi ng Acknow edgenent
status values. These status values are defined in section 4.2 and
MUST be assigned fromthe sane space used for Binding Acknow edgenent
status values in [1].

- Mobile Router Operation not pernmitted

- Invalid Prefix

- Not Authorized for Prefix

- Forwarding Setup failed (prefixes m ssing)
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Appendi x A, Exanpl es of NEMO Basi ¢ Support Qperation

This section tries to illustrate the NEMO protocol by using a Mbile
Router and a Mbile Node belonging to different adnministrative
domains. The Mbile Router’s Mbile Network consists of a Local

Fi xed Node (LFN) and a Local Fixed Router (LFR) [10]. The LFR has an
access link to which other Mbile Nodes or Mbile Routers could
attach.

Figure 1 depicts the scenario where both the Mbile Router and the
Mobi | e Node are at hone.

oo+ ommanan +
| MN | | HA_MN |
F--F-+ 1:: oo -+
2 SRR +3
|
I
ommanan 42 207 deemmemeeieieaaaaaa + 31 24------- +
| CNMWN [------ | I nt er net [------ | CN_MR |
S + o m e e e e e e me o oo + S +
4:: |
|
N S +3
-+ + S
| MR | | HA_MR |
+- - +- + Fo-m - - +
5:: |1
2| |3
e e e e
| LFN | LFR|
+- - -+ +- - -+
6:: |1

Figure 1. Mbbile Router and Mbile Node at hone.
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The Mobile Router then noves away fromthe hone Iink and attaches to
a visited link. This is shown in Figure 2. The Mbile Router sends
a Binding Update to HA_MR when it attaches to a visited link and
configures a Care-of Address. HA MR creates a binding cache entry
for the Mobile Router’s Honme Address and al so sets up forwarding for
the prefixes on the Mobile Network.

oo+ ommanan +
| MN | | HA_MN |
-+ 1 A+
2 SRR +3
|
I
ommanan 42 207 Aeemmemeeieaaaaa + 31 24------- +
| CNMWN [------ | I nt er net [------ | CN_MR
S + e + S +
| 7 4 | 4::2->7::2
2 .
-+ + S
| MR | | HAMR | 4::2->7::2
+- -+ + +o---- - + 5::/prefixlen -> forward
5.0 |1 to MR
—————————— 6::/prefixlen -> forward
2| | 3 to MR
e e e e
| LFN | LFR|
+- - -+ +- - -+
6:: |1

Figure 2. Mbile Router on a visited link.
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Fi gure 3 shows the Mobile Node noving away fromits hone |ink and
attaching to the Mobile Router. The Mbile Node configures a Care-of
Address fromthe prefix advertised on the Mbile Network and sends a
Bi ndi ng Update to its Home Agent (HA_MN) and to its Correspondent
Node (CN_M\). Both HA MN and CN_MN create binding cache entries for
the Mbile Node’s Hone Address.

ommanan +
| HAMN | 1::2->6::2
i +---4---+
_________ |3
|
I
ommanan 42 207 Aeemmemeeieaaaaa + 31 24------- +
| CNMWN [------ | I nt er net [------ | CN_MR
S + e + S +
1::2->6::2 | 7:: 4:: | 4::2->7::2
2 .
-+ + S
| MR | | HAMR | 4::2->7::2
+- -+ + +o---- - + 5::/prefixlen -> forward
5.0 |1 to MR
—————————— 6::/prefixlen -> forward
2| | 3 to MR
e e e e
| LFN | LFR|
+- - -+ +- - -+
6:: |1
________ +-
| 2
-+ +
| MN |
F--- -+

Figure 3. Modbile Node attached to Mbile
Router on a visited link
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App

B. 1.

B. 2.

Dev

endi x B. Running Link State Routing Protocol w th NEMO Basic Support

The bi-directional tunnel between the Mbile Router and the Hone
Agent is used as a virtual interface over which routing protoco
messages are exchanged. Wien a link state routing protocol is run
the followi ng recommendati ons shoul d be foll owed.

Tunnel I|nterface Considerations

If the tunnel interface goes up and down every tine the Mbile Router
nmoves to a new visited network with a high level of nobility and a
suf ficient number of Mobile Routers, the anobunt of interface state
changes will adversely affect the Home Agent’s performance. This

al so introduces a high level of instability in the home network. To
avoid this, the follow ng should be consi dered when the bi -
directional tunnel is inplenented:

- Atunnel interface is consistently assigned to each Mbile Router
as long as it has a valid binding cache at the Honme Agent.

- Every time the Mobile Router noves and updates the binding cache
entry, the bi-directional tunnel should not be torn down and set
up again. The tunnel end points should be updated dynam cally
with the Mobile Router’s current Care-of Address.

- Wth a large nunber of interfaces, Hello packet processing nay
becone a burden. Therefore, the tunnel interface should be
treated as On-Denmand circuits for OSPF [ 16].

OSPF Area Considerations

The foll owi ng shoul d be considered when the Home Network is
configured for running OSPF:

- The entire Home dormai n SHOULD NOT be configured as a single area
if a Hone Agent supports Mbile Routers. At |east the hone
networ k shoul d be configured as a separate area.

- The bi-directional tunnel interfaces to the Mbile Routers shoul d
never be included in the sane area as the backbone |inks.

For a nore detailed discussion on configuring a honme network for NEMO
Basi ¢ Support, please see [17].
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One di sadvant age of running OSPFv3 with NEMO Basic Support is the
possibility that the Mbile Networks will be told of the topol ogy of
the entire home network, including all the fixed and Mbile Routers.
The only thing the Mobile Routers mght really need is a default
route through the Hone Agent.

To reduce the anount of routing protocol nessages received by a
Mobi | e Router, one can configure each bi-directional tunnel to a
Mobil e Router as a separate area. But this requires that the Home
Agent support a | arge nunber of OSPF areas if it supports a |arge
nunber of Mbile Routers, and it mght not be possible w th nost
router inplenentations.

Anot her option is to configure multiple areas on the Hone Link and
group a nunber of Mbile Routers into each area. This reduces the
nunber of areas that a Hone Agent needs to support but al so reduces
the amount of routing protocol traffic that a Mbile Router receives.
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